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Bhupendra Gupta, and Subir Singh Lamba

. ~sensor network. Many applications (like in military

Abstract—Wireless sensor network (WSN) has a wide gperation) needs highly secure operation of sensor
range of applications in various areas. Many time the nonyork and have serious consequences if the network
environment in which these sensor were deployed are is compromised or disrupted. For this a secure pairwise
hostile in nature and sensors have continuous attacks S s
from the adversary, in such environmental conditions we communication must be estapllshed. Also the §ensor
need a secure communication between the sensors. Fof€twork must be robust against the compromise of
secure communication, neighbors must posses a secretndividual sensor due to failure and manipulation by an
common key or there must exists a key-path among these adversary.
nodes. In this paper, the object of study is a random
graph induced by the random key pre-distribution scheme One of the most promising approach for achieving

of Eschenauer and Gligor under the assumption of full 5 secure sensor wireless network is the random
visibility. Here we establish the threshold value of the predistribution of keys introduced in [6].

parameters (Key pool size and key-ring of an individual

node) for which the entire network is almost surely a - - .
single connected component. We prove that for a network We are initiated by describing the model introduced

having N nodes, is a single connected component almostn [6]. _ _
surely, if size of the key-ring ism = v2log N and the A secured wireless sensor network is composed by a

size of key pool isK = Nlog N. number (saysV) of sensors. Each sensor is preloaded
with a key-ring havingm distinct encryption keys,
Index Terms- Secure Sensor Networks, Random Key randomly chosen from a pool @€ keys. The shared key
Pre-distribution Scheme, Secure Connectivity. discovery take place during WSN initialization in the
operational environment where every sensor discovers
its neighbors and two sensors can form a secure link if
they are within the wireless communication range and
Wireless Sensor Networks (WSNs) is a distributeithey have one or more common encryption key in their
collection of sensor nodes. These wireless sensespective key rings.
networks have wide applications in various areas
like in disaster recovery, military operation, tracking In [6], authors raise a question that for a secure
etc. Generally these sensor nodes having limitednnected network, what should be the size of key pool
computational and communication capacities. Alsand the size of the key-ring of an individual node? When
WSNs do not have any pre-deployed networkvery node have full visibility and mutually independent
architecture (for example sensors like smart dusturce link allocation. Here full visibility means that
usually deployed by aeroplanes), some times it &0 node can communicate with each other, irrespective
due to the hostile environment. Thus sensors needabtheir geographical position in the operational area.
communicate via an ad-hoc wireless network. Aftdt might be a case when the communication range of
deployment an individual sensor need to connect wigense deployed in the area is sufficiently lager than the
the other sensors and create a secure connected wiretggsational area where they deployed.

I. INTRODUCTION
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random pairwise keys scheme. After a detail analysisibility has been derived in [10], authors shows the
authors conclude thatcomposite keys scheme achieveexistence of zero-one law for the absence of isolated
significantly improved security under small scale attackpde in the network.

while the (2-hop) multipath reinforcement scheme _ _ L

improves security at the cost of network communication The' prgsent WOI’k.IS sllght!y inclined toward the
overhead. Finally Authers [3], claim that the randorf"}na‘lytIC side, our main result is actually a strong law

pairwise scheme has the best security properties of {f L,Jlt'_v_ve derive expression of the size of key?ring of
above three schemes. an individual node and size of key pool, for which the

network is almost surly connected, i.e., the probability

In [7], author did the asymptotic analysis for key pregf connectivity is converges to 1 pointwise. Our result
parallel to the result in [9], where the authors suggest

distribution scheme for distributed sensor networks, a | s d the kevri e f . h
established relationship between interesting paramet § Poo dS|ze ankt 'eh ﬁy-;]lng stl)z%_l_or ?_ittmg tle
like storage, connectivity etc. A new key pre-distributioﬁongec'[.e netvvl(l)r wit klgl bro a|||ty. € ';IeSl:]t
scheme suggested in [2], this scheme allows differe'Ht[ J, is actually a weak law result §yggeste . t. ©
generation of sensors, i.e., sensors deployed at fi)?é%ues _Of parameters siich that p'fo.bab"'ty of existing
time difference, to establish a secure communicatio%.c_Ut IS approaches t, for sufficiently large V.
Here the sensor nodes have limited life time an hile our result is a strong law result, and ensure

refreshed periodically. using this scheme the netwo e connectivity of thz r_letwork n almolst sure senser.]
has self-healing ability, i.e., network recover its initiaf’arameters suggested In our paper also support the

state in the next generation after the attack Storéa_sults available in [9].

Author shows that a RoK based network that is in |n this paper author proposed the proportion of key
the hostile environment is much less effective than o] and key ring size for which the network can achieve
network having exiting key pre-distribution scheme. [8konnectivity with secure links. In section II, we define
presented two schemes to take advantage of SENSAEShasic terminology and supporting results. In section
location information, aiming at improving pairwise|| we derive our main result which is a strong law
key establishment in sensor networks. In first schemggyit for the connectivity a sensor network with secure
the closest pairwise keys scheme, is resistant t0 NQfiks and having random key pre-distribution scheme.
capture attacks and has no limit on the total number gfnression for the probability of connectivity yhop
sensors. Its extended version further reduces the storaggyhnor is established in section IV. Also we show

new sensors. The second scheme is location-based Kgyhapility.

pre-distribution using bivariate polynomials, employs a
threshold technique and provides a trade-off between

the security against node capture. Il. PRELIMINARIES.

We consider &-dimensional space, and a sequence

A new identity based approach for key establishmedfv = {Xi1,Xs,... Xn}, with N sensor nodes dis-
between two neighbor nodes in wireless sensor netwoik§uted uniformly over a compact spacec R*.
initiated in [1]. This scheme supports dynamic nodeonsider a key pook’ having K encryption keys. Every
addition after initial deployment and also works for anffode X € Xy choosem different encryption key from
deployment configuration. Another id-based random kdy, the key ring of X is denoted byk(X) C K. Let
pre-distribution scheme is introduced in [4], this schem® C A, then
not only retains all the highly desirable properties of k(S) = Uxesk(X).
the schemes including high probability of establishin
pairwise keys, tolerance of node compromise but al :
significantly reduces communication and computationiol: Which as follows:
costs of each node.

r model is a random key graphy as suggested in

Definition 1: Let Gy be a graph with the vertex set
In [5], proves a threshold property which says WheﬁN having IV nodes and edge between the two n.dﬂe
the number of compromised nodes is less than tﬁ@d X; represent at least one common encryption key

threshold, the probability that any nodes other thaf) '_[E,?_ir reshpec_tivedkey ring§ (jinpe we as”sum(.a the full
these compromised nodes are affected is close to zef§! llity), that is edge sef is define as follows:
Another interesting result for same network with full E := {e;; : k(X;) N k(X;) # ¢,VX;, X; € Xn},
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wheree;; is an edge between two arbitrary vertic&s and
and X;. m? m?
— < 1—¢gs<

K - ~K-m’ (1)

Also we assume full visibility for each node, i.e., each

node can communicate with any other node if they ha\ﬁa]e proof of the lemma can be found in appendix
at least one common key in their key-rings. '

Definition 2: Given a graphG = (V,E), a cut is |ll. CONNECTIVITY OF SECURE SENSORNETWORKS.

proper subsetS C V' such that there is no edge The following theorem gives the critical values of
connecting a vertex i’ with any vertex ofV \ S, in  gjze of key poolk and size of key-ring of an individual

terms of graph theory cuf is a component of7. node, such that the network is connected.
Note that the| S |< O(N), where| S | is the size of
cuts C V. Theorem 2:Let S C V be a cut and let size of key

o _ pool, K =| K |= Nlog N and size of key-ring an
[?efmmon 3: Let f(x) and g(z) be two functions individual nodeX is m =| k(X) |= clog N, wherec
defined on some subset of the real numbers. One WIit€Some positive constant. Then for sufficiently latje

f(z) = O(g(z)), asr — 0o, andc > /2 network have a single component.

at most a constant multiplied ky(z) in absolute value.

That is, f(z) = O(g(z)) if and only if there exists a P[ES,[ S [=s,k(S)Nk(V\S) = ¢]
positive real numbef/ and a real number, such that = P[3S,| S |= s,Ugesk(z) Nk(V\ {z}) = ¢]
| fx) |< M| g(z)], ¥ z> 0. < Y PBES|S|=s k@) nk(V\{z}) = g],
z€S
ie., (2)
@ <M V> : :
glz)| =7 0: by the Bole’s inequality.

Definition 4: Let ¢, be the probability that two arbi-

i . . _Now, consider probability that a particular vertex
trarily chosen vertices does not have common keys in ; . .

. . . . x € V' is cut vertex. For being a cut vertex, the key ring
their respective key rings, and given by

of vertex x must not have any common key with the

o = W key ring of V' \ {z}.
, = -mAm /)
() ()
_ Plk(x) N k(V \ {z}) = ¢]
() (g)(aiyn)N;l K—m))Nl
Then the probability that any two nodes share at least ((ffl)) \<m)
one key in their key-ring is given by B ((K—m)(K—m—1)...(K—2m—|—1)>N 1
ps = 1—gs B KK-1)...(K-m+1)
K—m N-1
- 1-C (0-8) (g0 ()
(%) K K-1 K-m+1
F (- m)mw_l) < (exp(~m)) %"
Following lemma gives the lower and upper bounds of K XpLmm
gs, (the probability that two arbitrarily chosen vertices_ eyn’“%“ 3)
does not have common keys in their respective key ‘
rings). Substitutingm = clog N and K = Nlog N, in (3).

Then we have

Plk(z) Nk(V\{z}) =¢] < e '8N

(x5 2w = (-5) =on(-5) 1
K—m —QS = K _eXp K ) — W (4)

Lemma 1:Let ¢, is defined as above, then
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Using (4) in (2), we get IV. PROBABILITY OF CONNECTIVITY BY 1-HOP
PES.| S |= 5. k(S) Nk(V\ S) = g _ NeieHBoRs
1 C Let us consider a-hop neighbor:(u,u;,v), where
< Z NE T Ne1 u,v € V are nodes not directly connected to each other
z€S andu; € V be an arbitrary intermediate nodes by which
since the| S | is of order of O(NV). For ¢ > /2, the we are intersected to establish the secure connection
above probability is summable i.e., betweenu andwv.
> P[ES,| S |=5k(S)NEk(V\S) = ¢] < cc. Define an event’ such thatu,v € V are 1-hop
N=1 neighbors, i.e.,u,v € V are not directly connected
Then by the Borel-Cantelli's Lemma , we have and havingl-hop connection through an arbitrary node
uy € V. Then
P[3S,| S |=s,k(S)Nk(V\S)=¢ i.0]=0.
Hence P[Y] )
E(S)NE(V\S) # ¢ almost surly = Plu,v € V arel-hop neighbors.
This implies that probability that the key-ring(s) of = 1— P[u,v €V are not directly connectéd
an arbitrary subgrapl§’ C V' have at least one common - P[u,v € V are not connected through |

key with the (V' \ S) the key-ring of the remaining _
graph, converges to 1. This ensures the connectivity 1
with secure link in a sensor network with random key ~ = s

1 — g5 - Plu or v are not connected, ]

pre-distribution scheme. - Pl{k(u) Nk(w) = ¢} U {k(v) Nk(u1) = ¢}]
= 1-—gqs
This completes the proof of theorem. - (1 = Pl{k(u) N k(ur) # ¢} N {E() N Ek(uy) £ ¢}])
_ o o2y 12
Theorem 3:Let Gy be a sensor network, withv ~ — 1 ¢s(1 = p5) =1 —q;(1+ps).
sensors and size of key poaly =| £ |= Nlog N (8)
and size of key-ring an individual nodeX is Using (1) in (8), we get
m =| k(X) |= clog N, where ¢ is some positive ) )
constant. Then for sufficiently largd/, and ¢ > /2 PY] < 1- (1 m ) T
network is connected almost surely. - K—m K
2m? m?
Proof. Let S c V be a cut in the graph. For showing s I-I-—]\1+t5
that the network is connected, it is sufficient to prove ) .
that their is no cut subgrapfi C V' in the graphG . - 11— (1 _m 2m
K K2
{Network is not connectdd ) )
C {35,|5|=s,k(S)Nk(V\S)=¢}. (5) - % (2’2 + 1) . )
Then Substitutingm = clog N and K = Nlog N, in (9).
P[Network is not connected Then we have
< P =s,k(S)Nk(V =¢]. (6 2 2
< P[3S,|S[=sk(S)Nk(V\S)=¢]. (6) P[Y]SCIZ)\?N(?C 1(;§N+1>' (10)
Using (5), in above (6), we have
) Now it is clear from the above expression that for
Z P[Network is not connectéd< oo. sufficiently large N, the probability P[Y] is converges
N=1 to 0. Although the probability?[Y'] is not summable, we
Now by the Borel-Cantelli's Lemma , we have can not say anything about the almost sure convergence.

From (10), it is clear that as number of the node
increase in the network that number Bhop neighbor
Hence, Network is connected almost surely. decrease in the network.

P[Network is not connected i.0.] = 0.
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In the following figure we plot right hand sideNow for the upper bound aof,, we have
expression of (10) against the number of node in the

m m
network. s < (1 - K)
0.5 ; . . i = 1_7712+771(771—1)(m>2
K 2 K
0.45 4 2
< 1=
0.4 4 =~ K
2
0.35 m
=1- > —. 13
0.3 ] s = K (13)
0.25 ] From (12) and (13), we have
0.2 1 m2 m2
015 | ?SpSSK—m.
01 1 This completes the proof.
0.05 ]
0 200 400 600 800 1000
Number of nodes V1. CONCLUSION.

In this paper, we have shown that we can almost
It is clear from the (10) that the probability that twasyrely achieve a secure connected network by using
arbitrarily chosen vertices, v € V' are 1-hop neighbors random key pre-distribution scheme as described in [6].
is always lying in the gray region show in the figure. For achieving this aim in @ nodes network, the key
pool size must be of order d¥ log N and the key ring
size must be of order oflog N, wherec > /2 for
V. APPENDIX sufficiently large N. Also we derive the upper bound
Proof of Lemma 1. for the probability that two arbitrarily chosen vertices
have1-hop connectivity.
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