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Abstract—A two-factor remote authentication scheme was
presented by Chun-Ta Li et al. in 2010. We present the
framework of an impersonation attack against their scheme if
the smart card gets stolen. We show that it is easy for an
attacker to compute password of a user by using information
extracted from the stolen smart card. We also propose a simple
and easy solution to fix this problem.
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I. INTRODUCTION

To avoid unauthorized access, some security mechanism is
needed to authenticate legitimate users. There are three
common ways to authenticate a user: what you know (a pin or
a password), what you have (a hardware token) and what you
are (a biometric trait). The most commonly used mechanism
for authentication is password. As it is not easy to remember
strong passwords especially when a user has multiple
accounts, this leads to either using same password for all
accounts or selecting passwords with low entropy that can
easily be guessed.

Hardware token-based schemes are also vulnerable
because the hardware token can be lost, stolen, forged or
compromised. Biometric-based authentication schemes are
resistive for most of the problems in token-based and
password systems and provide better security then the other
two techniques, yet these are not widely adopted mainly
because they are expensive to implement and use.

Due to the above-mentioned problems with the individual
authentication techniques, researchers have proposed to use
two-factor authentication where, in most cases, the two
factors being used are a password and a hardware token
typically a smart card. Using two-factors increases both
security and reliability of the overall system. In this paper, we
have analyzed one of the two factor authentication schemes
proposed by Chun-Ta Li et al. [1] and discovered that it is
vulnerable in case of loss of smart card. In a secure
two-factor authentication scheme, it is not feasible for an
attacker to defeat the schemes' security unless both factors
are compromised. If an attacker can impersonate a user by
stealing just one of the two factors, the scheme is considered
insecure and broken. In Chun-Ta Li et al.’s scheme, as we
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will show shortly, compromise of one factor (smart card)
leads to a straight forward compromise of the other factor
(password). Having access to both the factors, it is trivial for
the attacker to impersonate the user.

The remaining paper is organized as under. Section Il
presents related work. Section Il describes Chun-Ta Li’s
protocol. Cryptanalysis is detailed in section V. Section V
discusses the proposed solution while conclusions of this
work are presented in Section VI.

Il. RELATED WORK

The user has to send a valid login request to get access to
the remote server. Most important concern is that this request
must not disclose any secret information to the potential
attacker. Therefore, a security mechanism is needed to
successfully authenticate legitimate users without revealing
any secret information. In 1981, Lamport [2] presented an
authentication scheme which used verification tables stored
at the server to authenticate its users. The major security hole
in their scheme is that if the server gets compromised, the
passwords of all the users are revealed. To address this issue,
many schemes have been presented which do not maintain
any verification table on server side. A remote authentication
protocol was presented by Wu [3] not requiring any table on
server side to verify passwords. Euclidean geometry is used
as a basis for his scheme. He uses hash functions to secure the
user's password. However, Hwang [4] later showed that Wu's
scheme is susceptible to replay attack.

ElGamal public key cryptography was used by Hwang et
al. [5] in their scheme. They use timestamp mechanism to
guard against replay attacks. Hwang et al. [6] presented
two-factor authentication scheme in which the users'
passwords are not shown to server. In their scheme,
passwords are selected freely. In addition, change of
password is also allowed in their scheme. One way hash
functions were used by Chien [7] in their remote mutual
authentication scheme. Unfortunately, their scheme is
susceptible to insider attack as shown by Chen [8]. Chen also
provides his own scheme claiming to remove the security
flaws in Chien's scheme. However, Hsu analyzed Chen's
scheme and showed that it is susceptible to parallel session
attack. Later, Yoon [9] claimed to improve Chen's scheme
but, unfortunately, Hsiang and Shih [10] showed that Yoon's
scheme is also vulnerable to certain attacks including
impersonation, off-line password-guessing and parallel
session. They also provide their scheme by resolving security
flaws in the original Yoon's scheme.
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A dynamic ID-based remote authentication protocol was
presented by Das et al. [11]. In their scheme, no table is
maintained to verify users. However, Wang et al. [12] later
showed that Das' scheme does not provide two-way
authentication resulting in server impersonation attack. They
also show that, in case of smart card theft, the attacker can
choose any random password to impersonate the user.
Hwang et al. [6] presented a remote authentication protocol
using password and smart card but Yoon et al. [13] showed
that their scheme is susceptible to denial of service attack and
it provides only uni-directional authentication. Yoon et al.
also provide an improved version of Hwang's protocol.
Recently, Chun-Ta Li et al. [1] found that Yoon's scheme is
still susceptible to DoS attack due to unilateral
authentication. Li et al. presented an improved scheme which
provides mutual authentication. A common session key is
used for communication and a nonce mechanism is used to
prevent replay attacks. Unfortunately, we found that user
impersonation attack can still be launched against their
scheme if smart card is lost. Data stored on the smart card
reveals confidential information and using that information,
password can be computed. Next section gives a brief review
on Chun Ta Li et al. scheme.

1.
Table | shows all notations we used in our paper.

CHUN-TA LI ET AL. SCHEME

TABLE I: NOTATIONS USED IN THIS PAPER

Notations Description

Uc User

Si Remote server

1D, Identity of the user

Pw, Password

&) XOR

X Server’s Secret

Tron Timest_amp given by trusted time stamping
authority TSA

N¢ User’s generated nonce

Ns Server’s generated nonce

Sk Common session key

Chun-Ta Li et al. [1] use password and smart card to
authenticate users. They claim that their scheme provides key
agreement in addition to providing two-way authentication.
They use nonce mechanism to protect against replay attacks
so that there is no need to use synchronized clocks. Chun-Ta
Li's scheme consists of three phases which are explained
below.

A. Registration Phase

User (1)
Input: 1D, Pw,

Server (S;)
Input: x

1D, Pw,

V. =H(UID.Ty54.X)

A =H(UD: Trsa. X)% Pw,

Write (ID.. A, V.., H(.)yon §C
sC

Fig. 1. Messages passed in Chun-Ta Li scheme at registration time.

401

In order to register with the remote server S;, the user U,
submits ID, and Pw. to S;. Afterwards, S; performs the
following tasks.

1) Calculates V.=H(IDg, Ttsa, X).
2) Calculates A; = H (IDg, Trsa, X) @ Pw,.
3) Stores (ID, V., Ac, H(.)) on smart card.
The Registration phase is graphically represented in Fig. 1.

B. Login Phase
In order to login to remote server S;, U, enters her/his smart
card and provides 1D, and Pw,. Then smart card carries out
the following tasks.
1) Calculates B.= A, @ Pw,.
2) Checks whether B, = V.. If the test fails, request is
rejected.
Calculates C;= B, ® N..
Sends (ID., C,) to the server.
Fig. 2 provides a graphical representation of the login
phase.

3)
4)

User (U/,) Server (S;)
Input: 1D, Pw, Input: x
B.=A. & Pw,

Check whether B, = V.

Ci=B.&N,

1D..Cy

Fig. 2. Messages passed in Chun-Ta Li scheme at registration time.

User(U,)
Input: 1D, Pw,

Server (S5;)
Input: x

Check the format of I7),
Be= HID,. Trsa, x)
Cr=Cr @B
C;=B,®N,
Cy = H(C||IC3]IS k)
where Sk = H(B,IC,IIN,)
Cs.Cy

Cs5=Cy 8B,

Ca = H(C\|IC5lIS k)

where Sk = H(B.,N,.Cs)

Check whether Cs = Cy

Cy = H(NCs|IB,)

Cq = HIC,IIV,IB,)
Check whether Cy = €7
Fig. 3. Messages passed in Chun-Ta Li scheme at registration time.

C. Authentication Phase
When §; receives a login request (ID,, C,), it performs the
tasks as detailed below.
1) Tests ID, format. Login request is rejected, if the format
is incorrect.
Calculates B&=H (1D, T+sa, X).
Calculates C,= C; ® B..
4) Calculates Cs= B;® N..
5) Calculates C4=H(C.|| C3||Sk)
where Sk=H(B; || C,|| Ns) is the common session key.
6) Sends {Cs, C4}to U, to achieve unilateral authentication.
Upon receiving {Cs, C,} from server, user carries out the
tasks as detailed below.
1) Computes Cs= C3 @ B, and Ce=H(C, || C3|| Sk)
where Sk= H(B; || N¢|| Cs) is the common session key.

2)
3)
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2) Checks whether (Cg= C,). If the check is passed, U,
authenticates the sever and unilateral authentication is
completed; otherwise U, rejects the request.

Calculates C;=H(N¢|| Cs|| B.) and sends C; to the server.
Upon receiving C; from the user, the server carries out
the following tasks.

Calculates Cg= H(C5|| Ns|| Bs)

Checks whether Cg= C,. If the values are equal, the
server authenticates the user and mutual authentication is
achieved.

Fig. 3 shows steps performed during authentication phase.

3)

1)
2)

IV. CRYPTANALYSIS OF CHUN-TA LI ET AL.'S SCHEME

Here, we detail a simple and straight-forward attack
against Chun-Ta Li's scheme. We prove that their scheme is
susceptible to a fatal security threat if smart card is stolen. In
particular, we show that it is easy to find the password of any
user if her smart card is accessed by an attacker. Once the
password is known to the attacker, it is impossible for the
system to differentiate between a legitimate user and a
malicious person impersonating as a valid user.

The above-mentioned impersonation attack is feasible
because due to sensitive information written on smart card,
legitimate user's secrets become accessible. Once the smart
card is compromised, the attacker can access the password,
modify the password and impersonate the legitimate user.

Next, we will present our attack against Chun-Ta Lietal.'s
scheme. The subsequent section shows that a part of sensitive
information written on smart card is unnecessary and the
scheme can be made secure by just removing that information
from the smart card.

Our attack is based on a property of exclusive-or (XOR)
operator namely if the application of XOR on two operands A
and B results in C then XOR applied on C and A (resp. B) will
result in B (resp. C). Mathematically, we can write

A@®PB=C =>ADPC=B =>B®DC=A

In Chun-Ta Li et al.'s scheme, the user submits ID. and
Pw, to S; at registration time.

As it can be seen from Fig. 1, one of the calculations
performed by the server S; is given by

AC =H (IDC, TTSA: X) ('D PWC

Now, because V.=H(ID, Trsa, X), therefore A= V. @ Pw,
and from the property of XOR, Pw, =V, @® A.. Again, aswe
see from Fig. 1, both the values A, and V, are written on smart
card. Therefore, if an attacker steals user's smart card, it is a
matter of a single XOR operation to get the user's password.
Having access to both secrets of a particular user, it is easy
for an adversary to communicate with the server
masquerading as a legitimate user without having the
possibly of being detected by the server. This will entirely
defeat the security of the scheme and all the assumptions
made for system's security will become void.

V. PROPOSED SOLUTION
In this section, we propose a couple of small changes to
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overcome security vulnerabilities in Chun-Ta Li et al.'s
scheme. The phase-wise changes are as follows.

A. Registration Phase

During registration phase of proposed scheme, smart card
does not contain the value of V.. The user U. submits ID. and
Pw, to S; . Afterwards, S; performs the following tasks.

1) Calculates A. = H (IDg, Trsa, X) @D Pw..
2) Stores (IDg, A, H(.)) on smart card.

B. Login Phase

The only improvement in login phase is to leave out the
check B, =V, that is performed after calculating B, on the
user's end (see Fig. 2). Elimination of this check does not
create any security issue and the rest of the scheme works
appropriately. The operations performed by the user U, at
login time are now reduced to the following.

1) Calculates B;= A, @ Pw..

2) Calculates C;=B;® N..
3) Sends (ID, C,) to the server.

C. Authentication Phase

Authentication phase of the proposed solution remains
exactly the same as that of the original Chun-Ta Li's scheme.

VI.

This paper presents cryptanalysis of Chun-Ta Li's scheme.
We pointed out security pitfalls in their scheme and showed
that their scheme is susceptible to user impersonation attack
when the smart card is compromised. The attack exists
because the data written on smart card is enough to compute
the password. To overcome this deficiency, we have
proposed a solution which removes this security flaw and
also inherits the merits of Chun-Ta Li's scheme.

CONCLUSION
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