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Abstract—Currently, 1D-based public key cryptography has
got many useful achievements and attracted much attention.
Proxy signature scheme enables an original signer to delegate
his\her signing capability to a proxy signer to sign messages on
behalf of the original signer. In this paper, we will theor etically
discuss on the provable security of an I D-based proxy signature
scheme. In fact, we analyze the ID-based proxy signature
scheme proposed by Mala et al.’s and show that this scheme is
secure in the random oracle model. We show that their
scheme's security can bereduced to the hardness of CDHP.

Index Terms—ID-based proxy signature scheme, provable
security, random oracle model, pairing.

I. INTRODUCTION

The concept of proxy signature scheme was first
introduced by Mambo et a.'s in 1996 [1]. In a proxy
signature scheme, an origina signer can delegate his\her
signing power to aproxy signer and then the proxy signer can
create a valid signature on behalf of the original signer. In
order to introduce a secure proxy signature, each proxy
signature scheme should satisfy these security requirements
[2,3]: Verifiability, Srong Unforgeability, Srong
Undeniability, Strong Identifiability and Prevention of
misuse.

Although. many proxy signature scheme provide the above
requirements, but their security meaning are unclear.
Recently, a method has been developed that called
Provable-Security [4]. This method has been widely used to
support standard. Boldyrevaet al. [5] used this theory to help
the security analysis of the proxy signature schemes, and
provide methods to prove the security of such schemes.

I D-based proxy signature scheme (IBPS Scheme or IBPSS)
is a specia 1D-based public key cryptography (ID-PKC).
Shamir [6] wasfirst proposed theideaof ID-PKCin 1984. So
far, many ID-based proxy signature scheme have been
proposed [7,8] and some of IBPSS have provable security in
the random oracle model such as[9], [10] and [11].

In this paper, we will analyze the IBPS scheme proposed
by Mda et a. [7]. We will show that their scheme can be
proven to be secure in the random oracle model and their
scheme' s security can be reduced to the hardness of CDHP.

The rest of paper is organized as follows: In the next
section, we present the basic definitions. In the section 3, we
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review the Maaet a.’s IBPS scheme. Section 4, presents the
attack model and security proof of the IBPS scheme. Finally,
section 5 concludes this article.

II. BILINEAR PAIRINGS

Let G, beaadditive cyclic group with prime order q, G, be
a multiplicative cyclic group with the same order. Bilinear
pairing e: G; X G, > G, is a map with the following
properties:

1) Bilinearity. VP,Q € Gy,a,b€Z, , e(aP,bQ)=
e(P,Q)°;

2) Non-degenerate: There exists P,Q € G,, e(P,Q) #
1(;2;

3) Computable: There is an efficient agorithm to
compute e(P, Q) for any P,Q € G,.

We now describe two mathematical problems. the
Decisiona Diffie-Hellman Problem ( DDHP ) and the
Computational Diffie-Hellman Praoblem (CDHP).

1) Decisiona Diffie-Hellman Problem (DDHP). Given

(P,aP, bP, cP), decide whether c = ab mod q.
2) Computational Diffie-Hellman Problem (CDHP).
Given (P, aP, bP), compute abP.

IIl. THEMALA ET AL.” S SCHEME

The complete description of the Malaet al.’sscheme[4] is
given asfollows:

Setup: Let G, bea CDH group of prime order g introduced
by P, G, be a multiplicative cyclic group of the same order,
and e: G; X G; — G, be a hilinear map. PKG chooses a
random master key s € Zg; and sets Py, = sP. Then he\she
chooses hash functions: H;:{0,1}" - G;, H:{0,1}" - Zj.
Then he\she publishes these parameters as the system
parameters:

Q = (q,Gy, Gy, e,P,Hy, Hy, Hy, Hy, Pyyip)

Key Extract: For a given identity /D, PKG computes
Q,p = H,(ID) € G; and the corresponding private key
Sip = sQip € Gy.

Sgn: For the private key S, of the original signer ID,, in
order to sign the warrant my,,, hé\she uses Hess's signature
scheme:

1) Chooses k; €z Z; a random and computes r; =

e(P,P)rd and c; = H(my,74).

2) Computes Uy = c4Sy + k4P € G;. The signature on

my, iIsthewarrant W = (cy, Uy).

Verify: to verify the signature (c4, U;) on a message m,,
for theidentity ID,, the verifier

1) Firt should computes Q,p, = H,(IDy) and 7' =

e(U, P)e(QID' Ppub)'
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2) Then he\she accepts the signature if and only if

cg = H(my,r").

Proxy designation: In order to designate user ID, as a
proxy signer, the original signer sends user ID,, a message
my, and corresponding warrant W. The proxy signer ID,,
verifies this signature W. If the signature is valid, then the
proxy signer computes the proxy signing key sk, = c4S,.

Proxy signing: the proxy signer can sigh a message m on
behalf of the original signer asfollows:

1) Picks k, €z Z; a random and computes 7, =

e(P, P)*» and then puts ¢, = H(m, 1,1,).

2) Computes U, = c,sky, + k,P.

The proxy signature on message m will be
(mw, ID,, IDg, Uy, Uy, €y, Cq)-

Proxy Verification: The verifier first takes Qip, =
H,(ID,) € Gy, Qip, = H,(ID4) € G, and then computes:

' =e(U, +Uqg, P) e(Qq + ¢pQp Ppup) " ° (1)

Then he\she accepts the signature as a valid proxy
signature if and only if the follow equation hold.

¢, = H(m,7') 2

IV. SECURITY PROOF

A. Attack Model for an IBS

We consider a polynomial-time adversary A. The security
model of identity-based proxy signature is defined as
follows:

Definition. An IBPS scheme is existentially unforgeable
under adaptive chosen message and identity attack
(EUF-ACMIA) if no probabilistic polynomial time adversary
A has non-negligible advantage in the game. For an
identity-based proxy signature (IBPS), we define an
Exp!BPS(k) of adversary A and security parameter k as
follows:

1) A challenger C runs Setup algorithm and gives the

system parameters Q to A.

2) Elist < ¢- Dlist < ¢, Glist « ¢- Slist < ¢

3) Adversary A can make the following queries.

»  Extract(-): This oracle takes as input a user'sID;,
and outputs the corresponding private key S;. Let
Ejise < Eyise Y {(UD;, d)}.

» Delegate(r) : This oracle takes as input the
designator’s ID and a warrant my,, and returns a
delegation W. Let Dy, < Do U {(ID, my,, W)}.

»  PKgen(-): This oracle takes as input the delegation
W and a message m € {0,1}*, and outputs a proxy

signing key sk,. Let Gy < Guise U {(ID, myy, sk,)}

= PSign(-): This oracle takes as input the proxy
signer’sID and a delegation W, and outputs a proxy
signature introduced by the proxy signer. Let
Siist < Suse Y{W,m, 7)}.
4) Adversary A outputs (ID, my,, W) or (W, m, ).
5) A’s output should satisfy one of the following cases
till A’ s attack be successful.
(ID,my,, W) satisfiess DVerify(W,ID) =1
(UD,.) & Eye , (UD,.,.) € Gy and (ID,my,,.) €
Dyise- Exp'BPS (k) returns 1.
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= (W,m,7) satisfies: PVerify((m, T), IDi) =1 ,
(W,m,.) & Sise, (IDj,.) € Eyise, (IDj,W,.) € Guise
where ID; and ID; are the identities of the origina
signer and the proxy signer, respectively.
Exp!BPS(k) returns 2.

Otherwise, Exp!2PS (k) returnsO.

The success probability of A isdefined as:

Adv!PPS = Pr[Exp!PPS (k)outputs 1 or 2]

B. The Security proof of Mala et al.’s Scheme

Theorem. Assume that the Mala et al. ID-based Proxy
signature scheme be aIBPSS. In the random oracle model,
let A be a polynomia-time adversary who manages an
Exp!BPS(k) within a time bounded T, and gets return 2 by
un-negligible probability €. Assume that <A makes at most
qu,» qu queries to random oracles H,, H respectively, gy
gueriesto PK gen oracle, qp queriesto Delegate oracle and
qs queries to PSign oracle. Let t,,, be the time of one scalar
multiplication in G;.

Assume that € = 10(gs + 1)(qu + q5)qu,/q, then there
is an adversary A who can solve CDHP within time
T' < T+ (qu, + qx + 34p + 4qs)tm-

Proof. Without loss of generality, we assume that for any
ID , A queries H,(ID) before querying Extract(-) ,
Delegate(*), PKgen(-) and PSign(-) . Our agorithm B
takes a random tuple (P,aP,Q), where P is a random
generator of G;. The simulator B will interact with the
adversary A asfollows:

1) A chalenger C runs setup algorithm to generate
system parameters () and givesit to B.

2) BsetsPy,, =aPandi = 1.

3) B sets lidts Elist < (p ’ Dlist < (p ’ Glist < (p ’
Siist < ¢-

4) B chooses randomly t,1<t<gqy, and x; €
Zg,i=12,-,qy,.

5) B gives A system parameters Q and lets A
manages Exp!BPS(k). During the execution of game, B
simulates A’ s oracles as follows:

H,(*): For input ID, B checks if H,(ID) defined. If not,
he\she defines

many ={2, 174 ©

AndsetsID; < ID,i « i + 1. B returns H;(ID) to A.

H(-): If A makesaquery (m,r) torandomoracle H(-), B
checks if H(m,r) defined. If not, he\she chooses c € Z, at
random and sets H(m, r) « c. Then he\she returns H(m, r)
to A.

Extract(-): For ID;, if i =t, then B aborts. Otherwise,
B replies to A with S; = x; * Py, and sets Ey;g < Ejjge U
{UD;, S}

Delegate(-): For input ID; and warrant my,, (assume that
the proxy identity isID;), if i # t, BusesS; = x; * Py, (&s
the private key) to sign in m;, with Hess's scheme [12] and
gets  (1y,Up) Otherwise, B simulates D, 's
proxy-designation as follows:

e Choose U, € Gy, ¢, € Z, a random.
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e Compute 1§ = e(Uy, P) (e(Q,Ppub)) .

o If A has made the query (my,,1g) to H(-), then B
aborts and report fail (because a collision appears).
Otherwise, B sets H(my,,1g) = Cg-

Assume that W = (my, 15, Uy) be the reply, and set

Dyise < Dyise U {(UD;, my,, W)}

PKgen(:) . For input ID; (proxy signer's ID) and
delegation W = (my,,15,U,) , if j=t, then B aborts.
Otherwise, B computes sk, = H(my,, 75)X;Ppyp, + Uy asthe
reply to adversary A. Let Gy5; < Gyse U {(ID;, sk, W)}

PSign(-): For input W = (my, 19, Uy) and message m,
origina signer's identity be ID; and proxy signer's identity
belD;.If j # t, B computes the proxy signature (rp, Up) 0N
m with signing key sk, = H(my,15)x;Ppyp + Uy , and
return (m, rp, Up, my,, 1y) 10 A as the reply. Otherwise, B
simulates ID,’ s proxy signature (on behalf of ID;) asfollows:

e Choose U € Gy, ¢ € Z, a random.

e Check whether H(my,,r;) is defined. If not,
request oracle H () with (my,,rg). Let H(my,, 1) = e.

o Compute r = e(U, P)(r§ - e(x;P + Q,Ppub)e) ‘.

o If A has made the query (m,r) to H(-), then B
aborts and report fail (because a collision appears).
Otherwise, B sets H(m,r) = c.

eLet (m,r,U,my,1s) bethereply of PSign(-).Let
Siist < Sise V{W, m, 7, U, my,,13)}. (the smulation has
the same distribution that the real one)

1) If A'S output is
W, m,7) = ((my, 73, Up), m, (myy, 74,7, U)) with original
signer's identity ID; and proxy signer's identity ID;,
satisfying:  PVerify((m,©),ID;) =1, (W,m,.) & Sy,
(ID,.) € Eyst, (IDj,W,.) & Gyge, and j = ¢, B can get a
forgery (m,r,c,U) of GDS (generic digita signature)
scheme corresponding to private key sk, = eaQ, where
e = H(my,ry) andc = H(m,r).

2) If B have got two GDS signatures corresponding to
private key sk, = eaQ: (m,r,c,U) and (m,r,c’,U’), B can
outputs aQ asfollows:

aQ =e t[(c—c) - (U-U"] 4
Otherwise, B sets H(my,, 1) = e, i = 1, and returns to step
5.

During B’ sexecution, if A managesan Exp (k) and gets
return 2, collisions appear with negligible probability, as
showed in [8]. So, B’'ssimulations are indistinguishable from
A's oracles. Because t is chosen at random, B can output a
forgery of proxy signature corresponding to private key
sk, = eaQ within expected time T with probability /qy, .
Based on the Forking lemma[8], B can produce two valid
signatures (m,r,U,c) and (m,r,c’,U") such that ¢ # ¢’
within expectedtime 7' < T + (qu, + qx + 3dp + 445 )ty -
So B can output aQ. Thus we prove the theorem.

V. CONCLUSIONS

In this article, we discussed on the provable security of the
Mada et a.'s ID-based proxy signature scheme [4]. We
showed that this scheme is secure against existential forgery
on adaptive chosen message and ID attacks (EUF-ACMIA),
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under the hardness assumption of CDHP in the random oracle
model.
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